Section 2: Connection methods and comparisons

The following pages will list the current alternatives for connection to the WWW and access for e-mail then summarise costs and advantages/disadvantages for each.

Connection type
Speed
Advantages
Disadvantages

Analogue modem (POTS)
56 Kbps
Cheap, proven technology, well established standards.
Slow connection speed when lines are busy, designed to carry analogue not digital data, when in use phone line is not available for voice calls.

ISDN
128 Kbps
Available almost everywhere, equipment and protocols are standard, frees your standard phone line.
Monthly fees must be paid to both the phone company and the ISP, the performance isn’t on par with other emerging digital technologies. 

Direct TV (satellite dish)
400 Kbps
Can be used anywhere a satellite dish can be installed, available in rural areas that might not otherwise be covered.
Only the downstream connection is improved, your standard phone line is still used, expensive – you must pay monthly fees to your dial up ISP and DirecPC.

Cable modems
2 Mbps
Very fast connection, low start up and monthly costs, frees your standard phone line, no separate ISP required.
Not yet widely available, sharing bandwidths with many users means potential slowdowns, security issued for shared resources.

DSL
1.5 Mbps
Uses existing copper phone wires, fast.
Confusion over standards, very expensive to set up, not available in all areas, some security issues

T1 & Frame relay 
1.5 Mbps
Much faster than dial-up services, widely available.
Expensive.

Connection types – more detail

POTS – plain old telephone service. The most common way of accessing the Internet modems now deliver speeds of up to 56 Kbps. This is fast enough for general surfing and e-mails but no way near adequate for videoconferencing, multimedia applications, large file transfers. Fine for domestic users but businesses will probably want higher speed connectivity.

ISDN – integrated services digital network. This technology has been available for nearly a decade now and is thought to be the POTS of the next century. It provides three channels (1 X 16 Kbps and 2 X 64 Kbps) which can be used and charged for in different ways. ISDN Internet accounts don’t usually cost that much more but rental and call charges can be very expensive. This sort of connection also requires a terminal adapter rather than a modem.

Direct TV – Connection through a satellite dish. You receive through a standard satellite dish at a speed of up to 6 Mbps but send i.e. e-mails at a standard modem rate through a dial-up or leased line.

Cable modems – Offer an inexpensive way to connect an office to the net. A cable modem works differently to a traditional modem, where a traditional modem is wired to a dedicated circuit which runs from your location to a phone company, a cable modem uses he able TV company’s system as a shared data network. All of the devices connected to the network can talk and listen to each other.

DSL – Digital Subscriber Line. Delivers high speeds at much lower prices than T1. DSL lines operate at different speeds depending on configuration and on the distance from the telephone company central office. Speeds range from 384Kbps 1.5Mbps, some versions can deliver speeds of up to 6Mbps. There are many different flavours of DSL service, the most popular are ADSL (Assemettric DSL) and SDML (symmetric DSL).

T1 & Frame relay – These are commonly used to connect offices to the internet, rather than ordering dial-up service for each user, a company will buy a high speed connection which is shared by the entire office. It is 30 times faster than the best analogue modem and 12 times faster than ISDN.

Connection costs

Connection type
Connection cost
monthly cost
fixed cost for 2 years

Analogue modem
£0.00
£0.00
£0.00

ISDN
£216.05
£40.12
£481.48

Direct TV
£339.51
£24.69
£296.30

Cable modem
£61.73
£24.69
£296.30

ADSL
£1,543.21
£370.37
£4,444.44

T1 & Frame relay
£0.00
£1,234.57
£29,629.63

The above table shows the fixed costs for connection and monthly leasing. The cheapest is the analogue modem, which (if a free ISP is used) has no charges other than the phone calls but would require the purchase of a modem for each employee and has very slow connection rates.

Connection management

There is no alternative to dealing with an ISP (Internet Service Providers), as we will have to purchase one of the above connections from them; the question is as to what level we involve them. If requested the ISP will author our own web page, provide server space, web addresses, register our own domain name e.g. “imf.co.uk” and provide security and monitoring facilities. As these companies have vast experience and knowledge about all aspects of cyberspace it makes economic sense to commission them on our behalf, and involve them very heavily in any authoring and applications we decide needs to be undertaken. One point to note is that when choosing an ISP try to pick one with a local POP (Point Of Presence) to keep telephone costs down.

 If we register our domain name with a domain web hosting Service Company we can expect to get more for our money as they provide additional services which generally work well with what’s on offer from the ISP. For example: 20 Mb of server space, secure server, POP3 e-mail box, unlimited e-mail aliases, traffic log files and mSQL.  To register a domain the charges vary but any reputable company charges in the region of £30 to register and £21.50 a month for maintenance.

IP address allocation

For each of the machines on our LAN an IP (Internet Protocol) address will be required to make them uniquely identifiable to the rest of the web. This is another facility the ISP can undertake if we lack the technical knowledge internally.

Protection

As the Internet is a global network there are all sorts of unscrupulous people out there who will stop at nothing to try and infiltrate our network, the standard line of defence is to have a firewall. The latest technology firewall is installed on any machine on the network, so that it can see the router/proxy server. It then monitors all TCP/IP traffic entering and leaving the company. This can be used in parallel with the more traditional gateway firewall and act as a department or branch firewall. One of the leading companies in firewall protection is LANguard their patrolling firewall and internet usage monitor has the following features:

· Allows monitoring of Internet use of all machines on the network.

Site blocking of sites you list as non-productive.

· Blocking of external traffic that is deemed as non-productive.

· Monitor internal traffic for threats, as not all the problems and hacking comes from outside.

LANguard price for our company: 35-user version is approx. £630.

In addition to this an anti virus software package should be purchased and installed, there are plenty of these on the market. One of the most widely known is Doctor Solomon’s anti virus.

Data Protection

On some occasions we will need to send data of a sensitive nature, the best available encryption package is currently PGP, which encrypts data with a 128-bit key. This is currently free for a personal use license. Cost of a network license is yet to be identified.

Recommendations

Due to the planned increase in program size and use of overseas contractors we require a connection with the fastest speed possible. We don’t want to be waiting for a program to finish downloading whilst a machine is sat idle on the shop floor, costing us valuable production time and money. On this basis I have come up with the following recommendations:

· Connection = T1 (Expensive but the fastest currently available)

· LANguard firewall protection (35 user license)

· Domain registered with expressdomain.net (imf.co.uk)

· PGP encryption licenses for the company (only issued on prove of need)

· Anti virus software to run in parallel with the LANguard firewall.

Total Expenditure.

Item
Total cost for two years

Connection
£29,629.63

LANguard firewall
£630.00

Domain
£546.00

PGP encryption software
?

Anti virus software
£950 (estimate)

Total











H:\College\Networks\Assignment_section_2.doc

