Networking Revision notes:

Discuss possible reasons for dividing network software into layers, Provide diagrams where appropriate and suggest suitable layers:

Each layer of protocol software solves one part of the communication problem, because it’s modular standard’s it makes it a lot easier to cope with change, eg if there is a hardware change only a couple of the layers/modules not the whole stack need to be changed – Thus setting a standard for universal service.
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Explain the communication terms:

Amplitude modulation :
Information is superimposed on a carrier signal by modifying it’s magnitude/amplitude.

Carrier signal:

Detectable signal of known frequency which can be modified to carry data.




Explain the following terms:

Peer-to-peer connection:

Layer n on the destination computer must receive the exact message sent by layer n on the sending computer.

Service access point:

entry point for given functionality, eg a phone socket with a number. In UNIX this is done with sockets. The point of communication between 2 layers.

Byte stuffing:

A protocol in which data is changed by inserting additional bytes to distinguish between data values & packet control fields.

Many networks are termed Packet Switching as the information to be exchanged is broken down into smaller units, or packets, before transmission.

Briefly suggest what the advantages might be of taking this approach

The sender & receiver need to coordinate transmissions, erros occur and it’s more efficient to transmit only a small portion of the data ie one packet. Communications circuits and the related hardware are relatively expensive and need to be shared between a number of computers, to ensure fair access to allow cannot allow one computer to hog the network.

What additional complexity, if any, does it add to the network software?

The network software has alot more tracking to take care of with multiple packets everywhere, it also has to dis-assemble and re-assemble in the right order.  Also media sharing management & handshaking with remote machine to negotiate.












TCP & UDP are examples of connection-oriented & connectionless protocols respectively.  

What is meant by the terms connection-oriented & connectionless protocol?
Connecton-oriented protocol is like a telephone service in which a call must be placed and answered before communication, ie establish a connection before sending data.

Connectionless protocol is like a postal service in which each letter carries the address of the recepient: letters can be sent at any time ie send data to any computer at any time.

When might each be appropriate?

Connection oriented: dial up modem. This protocol makes it very easy to charge for connection time

Connectionless: Web browser, a request is sent – page is returned. This protocol has less initial overheads, it may take longer to establish and terminate a connection than to send the data.

Suggest some advantages/disadvantages for the following physical media:

Thin ethernet:
Advantages – straightforward cabling, easy to add machines

Disadvantages – high risk from dodgy connections,unplugging one end will bring down the network.

Thick ethernet:

Advantages: robust

Disadvantages: uses transcievers – which can be a pain to replace, thick, heavy & expensive.

Unshielded twisted pair:

Advantages: cheap, if wire is cut then only that machine is disconnected from the hub, each machine has a dedicated connection to the hub, Light & easy to lay.

Disadvantages: prone to interferance.

Repeaters and bridges are both utilised in LAN’s.

Explain the differences between them?

Repeaters boost signals including corruption.

Bridges bost signals but also check signal & packets, they can be used for connecting 2 parts of the same network.

Explain how an adaptive bridge works.

They build tables of where packet senders are located – so it can keep network traffic down by keeping some of it local ie no need to send it via the other side of the network when the recepiant is on this side.

Network technologies use packets or frames to transfer data. These frames contain a number of fields.

Sketch and label a frame suitable for IP traffic across ethernet.

Preamble
Dest.
Source
Type
Data
CRC
Postamble

Note: IP header will be of fixed size.

Briefly explain the purpose of each field in your frame.

Preamble = Identifies start and provides syncronisation.

Dest = who it’s to.

Source = who it’s from.

Type = Frame type to identify format of following data block.

Data

CRC & Postamble = Checksum & error control

Who or what is CERT ?

Computer Emergency Response Team, a central place for regeristing security problems with software and/or OS.

Briefly suggest from both a system admin’ and users point of view, what steps could be taken to reduce the risk of passwords being:

1) Stolen.

Admin’ shadow passwords, password aging, control of password files

User don’t write them down, change them often

2) Cracked

Admin’ shadow passwords, password aging, control of password files, use password management software to enforce good passwords.

User change passwords often, don’t write them down.

The table shows an extract from a set of rules for a router. Explain what these rules do. Assume the router is for a network whose address is 164.11.13.0

Transport
Allow
Source port
Dest. port
From addr.
To addr.

!ip
in, out
source-route

0.0.0.0/0
0.0.0.0/0

!any
in
any port
any port
164.11.13.0/24
164.11.13.0/24

tcp
syn, in
any port
80 (httpd)
0.0.0.0/0
164.11.13.3/32

1 = Do not allow any source routed packets in or out from any address to any address. Source routed is when the path the packet will take to it’s destination is specified within the packet itself.

2 = Do not allow any incoming traffic of any type on any port that appears to be from our network. Any packets from our network wouldn’t need to come in from outside, so this could be a security risk.

3 = allow any TCP traffic inbound or syn (TCP connect requests) from any port from any IP address to our httpd server at IP address 164.11.13.3. This rule will allow people outside the network to read our web pages.

The UNIX tools  arp, ping, ifconfig and netstat provide info about the network state.

Explain what these do.

arp = address resolution protocol, use it to map NIC hardware address to ip address. arp packets are sent out to find out which hardware interface owns a particular ip address

ping = packet internet groper, sends icmp echo requests packet to named host to find ouf if it or the network is alive/up.

ifconfig = used to configure network interface. provides interface info & used to stop and start an interface.

netstat = shows network status and active sockets. –r returns the rouring tables. shows paket statistics.

What are the possible causes for each of the following and how might you use these tools to determine the actual cause?

ping localhost succeeds but broadcast ping only results in a response from 127.0.0.0
Causes: network cable disconnected, network cable damaged, NIC configured wrongly, netmask wrong, ip address wrong, NIC failed, wrong protocol.

127.0.0.0 is local host so we must not be able to see the network form the host. Use arp to check network interface is up – if it’s not run network start scripts. If network interface is up check cabling is sound. Use arp to see if any arp request packets have been answered – if not use netstat –r to check the routing table & ensure the route for your own network is using the correct network interface.

You have access to your local subnet but cannot access an adjoining subnet.

Bridge/router is down ping using ip address to machine outside network, or open browser & try accessing page on WWW. check & correct netmask in ifconfig. use netstat –r to see if a default rule is set to the ip address of the router. Try pinging the other interface in the gateway.

An attempt to connect to kenny only results in a message “unknown host”
DNS is not running or kenny has no entry in the /etc/hosts table. 

eg 141.245.163.11 
kenny.uwe.ac.uk 

kenny
The unknown host message means that dns has filaed to rresolve the address.check that dns is running.

Also check the network is running by using arp and ping.

The transport control protocol TCP is considered to be a reliable end-to-end service with negotiated start-up & tear down of a connection.

Discuss with the aid of diagrams how it might achieve this reliability and how it negotiates the start-up & tear down of a connection:
Reliabiltiy in TCP is achieved by many techniques, one of which is re-transmission. Whenever TCP sends data it starts a timer (the length of timer is calculated by TCP) If the timer expires before the sender receives an acknowledgement  (ack) back the data will be re-transmitted. The diagrams show successful & unsuccessful transmissions:













To establish a reliable connection TCP uses a 3 way handshake:




Explain with respect to TCP, the following:

Sliding windows,

When a connection is established each end allocates a buffer to hold incoming data and sends the size of the buffer to the other end. As data is received it’s ‘ack’ is sent along with a window advertisement which holds the size of buffer space now available:





























What is the “Two armies” problem & how does TCP deal with it?

How to negotiate through unreliable terrain to establish a co-ordinated attack i.e:

A wants to talk to B, but has to go via C – How does A know that B’s got the message?

TCP uses 3-way handshakes to deal with this problem.

What is meant by an end-to-end service?

TCP creates “virtual connections” because they are achieved in software.  TCP provides a connection directly from an application on one computer to an application on a remote computer. TCP passes a datagram to the IP layer which in-turn encapsulates it (without any knowledge of what it is). IP then sends it to the remote machine (IP layer) which then pulls out the TCP datagram and passes it up to the TCP layer – thus TCP treats IP as a packet communication system that connects two end points of a connection. TCP also doesn’t need to be running on any intermediate machines.


Provide a technical explanation of how you would go about setting up one of the following servers on a machine running the Linux operating system. You may describe either: An HTTP, ANONYMOUS FTP or an NFS server.

Anonymous FTP server: 

The first thing to do is set up the user account, to do this edit the passwd file to include this entry – 

ftp:*:500:20:anonymous ftp:/home/ftp:/bin/false

The * denotes no password is required. The next step is to create a min version of the file system and copy across the commands that will be needed (into bin). Also a copy of the passwd file will need to be copied into the etc directory to allow the annoymous user to log in – The entry will be something like this:

ftp:*:500:20:anoymous ftp:/:

The directory structure will look like this:

/



home/



ftp/




bin/

etc/

incoming/
usr/

lib/
  pub/
 var/




ls

cd
passwd



lib
      (shared libs)










         (shared libs)

The binaries that have been copied across will use dynamically linked libraries, which also need to be copied across. The library linker ld.so will also need to be copied. It’s sensible to put a quota on the incoming directory as users could fill your disk up. To finish up make sure that all files are owned by root. Make sure that root is the only one with write access to all except tmp/ and incoming/. Make sure all binaries are executable. Then test it by connecting as annoymous guest and retrieve a file. All this can be done via  a RPM in Linux.

Distance Vector Routing.

Distance vector is the best-known algorithms used for distributed route computation. Each link in the network is assigned a weight, and the distance to the destination is defined as the sum of the weights along the path to it. An additional field is added to the routing table, this contains the distance to the entry’s destination along the path that corresponds to the entry’s next hop.  A packet switch frequently (every few seconds) sends out routing information across the network to neighbours. Each message contains pairs of (destination, distance). When a packet arrives from a neighbour the packet switch examines each item in the message and if there are shorter paths to some destination then it changes it’s routing table accordingly.
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Routing table for node A

Destination
Next Hop
Weighting

A
A
0

B
C
4 (1 + 3)

C
C
1

D
E
9 (7 + 2)

E
E
7

If for example node ‘C’ failed: Due to the continuous brodcasts of messages from packet switches with the most recent routing adverts the network can adapt quickly and easily in the event of node failure:

C would stop broadcasting therefore the entry in node ‘A’s routing table would eventually change to reflect the new route to nodes B & C.

Destination
Next Hop
Weighting

A
A
0

B
B
5

D
E
9 (7 + 2)

E
E
7

Static routing: A program computes and installs routes on start-up: these routes do not change.
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TCP/IP 5 layer model
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Below here is no direct communication – it goes via intermediate media.





Log files are kept in here
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