The following description is a type of “denial of service attack” – these in general are aimed at obstructing the service to a specific machine or server.

Message flooding

A user can slow down the processing of a system on the network by flooding the machine with network messages addressed to it, these can be varying requests for example: file service, login or echo-back. Whatever format the requests take the vast flood of them forces the target to use most of it’s resources responding to the messages. 

This form of attack causes the machine to slow down by it not being able to process it’s required processing - in some cases it can even cause the machine to crash with lack of memory to buffer the incoming packets.

A server being flooded might not be able to respond to network requests when needed. Hackers can utilise this behaviour by writing and executing a program that answers network requests in a servers place e.g. you could flood an NIS server and then issue your own replies for NIS requests specifically, requests for passwords. Imagine if a hacker bombards a NIS server with thousands of requests every second, then tries to login as an administrator. The machine would request the NIS passwd information from the server – which wouldn’t be able to respond because of the flooding. This would allow the hackers’ machine to respond masquerading as the server – supplying dummy information and even a record with no password! The machine would believe the response and allow the hacker to login with the false passwd entry. 

There is no real finite solution for these types of attack, but if you prepare a monitor and break the network into subnet’s it will help you prevent and deal with them.

